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Abstract

This report addresses the current state of consumer protection with regards to VVolP

telecommunications. The following issues are addressed:

The importance of VVolIP in the telecommunications space
e The potential for fraud for VVoIP consumers
e The critical role of the State commissions in assuring consumers are protected;

e Current consumer protection measures, or lack thereof, for customer changes

involving VolP telecommunications; and
e Recommendations for clear consumer protection rules that apply equally to all

technologies during the perceived transition towards VoIP based telecommunications.

In addition, this report includes background on 3PV®- Third Party Verification, Inc.
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Section One
The Importance of VolP Telecommunications

Since 2000, “Third Party Verification, Inc” (3PV), which provides verifications of customer
requests for phone service changes, has provided 11 million third party verifications in
conformance with State and Federal “slamming” rules. Our position in the industry gives the
company a unique window on emerging trends. In the past year, it has become clear that
VolP technology is poised to become the industry standard for delivering
telecommunications services to consumers. The Yankee Group has forecast that 17.5 million
U.S. households will have VVolIP by year-end 2008". The main reasons for the sudden

emergence of VoIP as the new telecommunications standard include:

A) New UNE-P rules have forced many smaller telecommunications companies
out of business

Many smaller telecommunications carriers have been forced out of the marketplace
by the UNE-P rule changes®. In the last twelve (12) months, almost every UNE-P
company in 3PV’s client base have either ceased operations or dramatically scaled
back as a result of the UNE-P rules changes. Many of these companies had booked
significant sales and verifications up until the new UNE-P changes were put into

effect.

B) Itis both less expensive and simpler to enter the VolP telecommunications space
compared to traditional telecommunications

! News Release, “The Yankee Group Expects the Consumer Local VolIP Industry to Grow More Than 100
Times Its 2003 Size,” Aug 30, 2004.

2 Short for unbundled network elements-platform, UNE-P is the FCC ruling requiring ILECs to make their
network facilities (i.e., UNESs) available to CLECs at rates determined by state public utility commissions. The
general theory behind the original UNE-P rules was that it maintained fair competition among local carriers.
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At the same time that UNE-P companies have begun to disappear, there has been a
400% increase at 3PV in the number of companies contacting us for information
about our services who offer VolP-based telecommunications services. We are also
seeing a large number of new companies entering into the VVolP telecommunications
marketplace. One reason for this increase is the simplicity with which a person or
company can become a VolIP provider: all that is necessary is a phone call to or a web
application download from any one of the countless VVolP resellers. Cable companies
and other broadband service providers already have much, if not all, of the
infrastructure necessary to provide VolP based telecommunications services to end-
users. By entering into VoIP telecommunications, they are able to gain additional

revenue and/or customers that were not previously available to them.
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Section Two
Fraud and Consumer Protection in VoIP

Traditional telecommunications companies have a clear understanding of what is required of
them in order to facilitate the change of a customer’s carrier(s). The Telecommunications
Act of 1996 and subsequent State and Federal regulations have provided for a clear and
concise method by which customer complaints are evaluated. This clarity of regulation has
resulted in significant benefit to the FCC, the States, the telecommunications carriers and the

consumer, as follows:

A) Benefits to the FCC
The FCC has interpreted Section 258 of the 1996 Telecommunications Act to set
many of its slamming rules as a floor, allowing States to continue to enforce their
own consumer protection rules. The States have their own enforcement policies and
departments to resolve slamming, cramming and other telecommunication complaints

by their citizens. These policies provide two major benefits to the FCC:

(1) Leveraging of State Expertise: People living and working within a State know
more about the issues and problems facing their citizens. A State enforcement agency
is much more likely to recognize which terminology is commonly misunderstood
when phone service switches are being facilitated. At the FCC these details may be
lost, given the magnitude and diversity of the complaints filed. The State’s

knowledge of the telecommunications trends and problems occurring within the State
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provides better insight and therefore better consumer protection then is possible at the

Federal level.

(2) Leveraging the State’s Resources: The State’s drafting of rules and regulations,
combined with enforcement of those rules and regulations, take a significant time and
resource burden off the FCC. Every complaint handled by a State PSC/PUC is a
complaint that the FCC does not have to process.® Moreover, if a State PSC/PUC
handles a novel situation, then t he FCC is spared the time and resources necessary to

determine whether or not to enact that regulation.

B) Benefits to the States
Each State has the authority to enact rules and regulations related to the
telecommunications industry and to enforce those rules as necessary. This allows the
States to deal with recurring or potential problems quickly. The States also have
significant experience in the handling of consumer complaints, which results in a firm
but typically fair handling of those complaints. The approach taken by most States
when enforcing the third party verification rules is to balance the facts of the incident,
the clarity of the rule(s) which were violated, the intention and track record of the
telecommunications company, and the actual harm to the consumer to arrive at a

result that is fair to all parties.

% For example, in 2004, the Illinois Consumer Protection Division received 3,538 telecommunication
complaints, comprising 15 percent of the state's 24,050 consumer complaints. Missouri Attorney General Jay
Nixon said slamming and cramming complaints accounted for 1,898 of the estimated 88,000 consumer
complaint calls, letters and e-mails complaints made in 2004.
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C) Benefits to telecommunications carriers
Clear and concise rules at the Federal and State levels protects competition. Since all
carriers must follow the same rules, all telecommunications carriers are on a level
playing field. Each telecommunications carrier knows what actions it can and cannot
take in the sales process and associated third party verification process. This greatly
reduces the likelihood of any telecommunications carrier gaining market share
through the use of unfair or deceptive marketing practices — practices that

unfortunately have plagued the industry for years.*

D) Benefits to the consumer
The ability of States to be as involved as they would like in telecommunications
consumer protection gives the people within that State a faster, more effective, less
bureaucratic process and a more localized advocate when disputes arise. Many
consumers do not like having to deal with the Federal government on any level.
There is a perception that not only will their individual issue be one of thousands of
other issues currently being dealt with by the FCC, but also that the process will
become long and burdensome once the Federal government is involved. While this
may not always be true, this perception stops many people from seeking help.
Statistics Don’t Lie
The main benefit from the clarity of regulation, however, is that all parties understand how

the system works and what must be done to effectuate change. This benefit is clear from any

* According to a National Association of State Utility Consumer Advocates resolution released in 1997, at that
time slamming was the largest single consumer complaint received by many state consumer advocates, with as
many as one million consumers fraudulently transferred annually to a provider which they have not chosen.
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unbiased analysis of customer transfer completion rates — the average number of carrier
changes that are actually completed. The chart below shows completion rates over the last
five years for 3PV clients, all of whom were non-VolP and therefore regulated as common

carriers under Title Il of the Telecommunications Act of 1996:

3PV Completion Rates: Traditional Telecommunications Providers

Total Percentage

Completed Third Party
Verifications

2000 75.91%
2001 90.28%
2002 92.85%
2003 98.31%
2004 93.39%
Total 92.90%

In contrast, the chart on VolIP carrier completions presents a much different picture, in large
part because the regulatory scheme is unclear and State involvement has been all but
eliminated. At the present time, 3PV is working with several top cable companies and
several of the largest non-cable VVoIP providers. In every case, we have discovered that their
average completion rates have been less than 50%. Certainly the new entrants suffer, but the
completion rates show that in a little over 40% of putative new VolP customers do not
understand what services they are signing up for. In short, in some cases fraud and in others
miscommunications — combined with the lack of State involvement make VolP subject to
significant levels of customer confusion. There are two simple reasons for this, which are

addressed below in priority order:
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2)

1) The methods and procedures that have prevented fraud and customer
confusion in traditional telecommunications services are not being applied to VolP
providers. The FCC and the States have all encountered and addressed the types of
questions to be asked of consumers contemplating a service provider change
including which questions must be asked and answered separately and what wording
must be used. All of these policy choices were based, in part or whole, on consumer
protection needs. Over time, questions, words and phrases that were confusing have

been eliminated and replaced with terms less likely to confuse the consumer.

In addition, consumers have gotten used to the existing third party verification
procedure and questions; their comfort level with the process results in fewer

problems.

Because of the uncertainty over VVolP’s regulatory status, many VolIP providers are
not following the rules and the language established in rules for switching traditional
telephony consumers. The result, as the charts above demonstrate, is more unhappy

customers and fewer successful carrier changes.

When VolIP consumers do have complaints, there is no experienced government
source with the ability and experience to handle them in a timely fashion. Under the
1996 Telecommunications Act, the complaint process was simple and clear. The new

carrier had to provide some form of third party verification before a change of carrier
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could take place. If the customer filed a slamming, cramming or other complaint, the
State or FCC would request the third party verification method (LOA, recording, etc)
from the carrier for review. If the verification was completed properly, the complaint

would be overturned; otherwise the complaint would be upheld.

Since oversight for the VoIP space is unclear, many VolIP providers have failed to abide by
the established system for the determination of customer complaints. Customers do call State
regulatory agencies and sometimes the FCC with VoIP complaints, but in the current
regulatory environment, some argue, it is impossible to know how the complaints should be
handled. If as the FCC suggests might be the case, these services are not subject to Title 11,
there is some question of whether they have jurisdiction to apply their slamming regimen to

these new services. What should be done? What will be done? These are all unknowns.

In this regulatory vacuum, regulated carriers are deciding not to release customers to the
new VolIP provider without a third party verification that meets with State and/or FCC
approval. While this is being done mainly to keep current customers from being switched to
VolIP providers, the side effect is that some regulation is being applied, although from the
wrong source and for the wrong reasons. The result is the same as when traditional
telephone companies were unsupervised and the 1996 Telecommunications Act was enacted

to bring the industry under control.”

® The FCC reported that slamming complaints rose from 16,000 in 1996 to 44,000 in 1997 (a 175 percent
increase).In 2004, the FCC resolved about 3,500 slamming complaints.
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Section Three
The Need for Third Party Verification

Two of the major changes imposed by the 1996 Telecommunications Act are the process for
third party verification and the method for handling consumer complaints. Third party
verification requirements are an essential element in ensuring consumers are protected
against the unauthorized switching of their telecommunication service providers/carriers
without the consumer’s informed consent and/or release of their personal information
without appropriate protections. It is essential that the prescient policy judgments Congress
embodied in Section 258, which includes third party verification requirements and leverages
State expertise and enforcement authority to protect consumers, also be applied to VVolP
providers, regardless of the final determination of whether VVoIP providers are seen as
information services or telecommunications services as defined by the 1996

Telecommunications Act.

While, understandably, there is resistance to any oversight of VVolP telecommunications
providers in the fear that the costs associated with such oversight could slow deployment,
there is still a need for the pragmatic oversight of VVolIP telecommunications providers.
Without this oversight the competent enforcement that the FCC and the States have been able
to bring to bear on changes will evaporate. Consumers will have no remedy. Currently,
VolP providers tend to be small, startup companies; however, by the end of 2005, The
Yankee Group predicts that the traditional telecommunications carriers (major IXCs and

RBOCSs) will enter the VolP market and that cable MSOs will also increase their VolP
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market presence.

Once these major players enter the VoIP market, they will rapidly begin to take market share
away from the current VVoIP providers since they have the customer base, reputations and
resources to do so. The Yankee Group® predicts that alternative \VoIP providers will lose 47%
of their VolIP market share to the cable MSOs and I’XXCs/ILECs by the end of 2005 (as shown

below):

U.S. Local VolP Market Shifts Across Provider Categories

Year-End 2003 Year-End 2005

I Traditional Telcos (15Cs, LECs)
. Alternative Voice Providers
I cable mMsos

It is not only the major IXCs and RBOCs that are at issue. The revenue generated by VolP
telecommunications will make it very profitable, and therefore tempting, for any VolP
telecommunications company to slam customers; particularly if there are no established

consumer protection and third party verification measures in place.

® Source: The Yankee Group, 2004
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Third party verification is also essential if the consumer is to be protected, especially those
consumers unfamiliar with VVolIP and the differences between using VVolP and traditional
telecommunications services and equipment. Third party verification is a proven method for
protecting consumers from fraud and misrepresentation on the part of unscrupulous sales
and/or marketing campaigns. This process is understood not only by the consumer, but also
the telecommunications industry and various branches of government on the State and

Federal level. This familiarity serves to make the process simple and easy to administer.

In addition, it would create an unfair advantage for VVolP providers if they were not required
to perform third party verifications but traditional telecommunications providers were

required to do so.
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Section Four

Who Should Oversee Currently, the Application of the
Third Party Verification Rules to VolP Telecommunications
Providers?

The role of the States in protecting the consumer is established, proven and invaluable. To
dismantle or reduce the States’ role in this process would likely increase consumer protection
complaints and expense on the part of the agency(s) tasked with assuming this highly
specialized role. While there are many reasons to keep the States active in the consumer
protection aspect of VVolP telecommunications, only a few bear discussion in this report.

They are as follows:

1) The telecommunications industry as a whole has become both accustomed to
and reliant upon State PSC/PUC rules and regulation as well as the
enforcement process involved at the State level. Since at least 1996,
telecommunications providers have worked with the States to determine
everything from question formats to penalties for non-compliance. Both the
States and the telecommunications providers have invested significant time
and money in education, process creation and other functions necessary to

make the industry as safe for consumers as possible.

2) Some have suggested that the Attorney General’s Office (AG) in each State
could handle consumer complaints in lieu of the State commission. Any
changes with regard to the agency(s) handling consumer protection issues for

telecommunications would be at best time consuming and expensive — and at
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worst a disaster. Even if the rules and procedures were left intact, the new
agency(s) handling consumer complaints would have to allocate personnel
and technological resources to deal with the new influx of complaints, train
and educate both the telecommunications industry and the consumers as to the

new way to handle complaints, and more.

In addition, the choice of the agency(s) used to handle consumer complaints
could result in the reduction in the reporting of these complaints. Consumers,
for example, may not feel comfortable calling the AG’s Office in their State
since those agencies are manned by attorneys usually associated with the
criminal justice system. In any event, even if one assumes that the State AG’s
authorizing statute allows them the same range and scope of consumer
protection as that afforded the respective State commissions, the actual State
AG enforcement actions, in most cases, are a much more lengthy process then

existing State commission procedures.

With the almost certain emergence of major IXCs and RBOCs in the VVolP market, the best
approach for dealing with consumer protection issues is to leave the current system for
handling carrier changes exactly as it exists today. The current system works, and works
well. Leaving the current system in place, as well as the role of the States in that system, will
avoid consumer and industry confusion as well as saving significant money and jobs at the

State level.
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Section Five
Recommendations

Based on the information presented in this report, we believe the following recommendations

are in order:

1) Existing third party verification rules should be applied to VolP
telecommunications providers. Regardless of whether VoIP telecommunications
providers are found to be a “telecommunications service” or an “information service”
under the 1996 Telecommunications Act, the consumer must still be protected from
the fraud, misrepresentation and other problems. Third party verification has been

proven to be the best method of protecting consumers.

2) The State’s role in third party verification and consumer protection should
remain unchanged. The States play a crucial role in both consumer protection and
maintaining fair competition among telecommunications companies. Staff members
at State commissions are experts in the regulations and their enforcement and have
amassed a proven track record for effectively managing the consumer protection
process. Eliminating the State role in this area can only result in more confusion,

more delays in service changes, and increased incidents of fraud.
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Section Six
About 3PV® — Third Party Verification, Inc.

Since 3PV's incorporation in 2000, the company has handled over 11 million third party
verifications, taking pride in its reputation as one of the most reliable companies in the
telecommunications industry. With a mission to deliver consistently superior third party
verifications results to the most demanding of customers, the company is committed to
innovating TPV technology while delivering a hands-on approach to satisfying customer
needs. This commitment to customer service along with 3PV’s policy of strict regulatory
compliance has allowed 3PV to become the second largest provider of third party verification

services.

3PV developed its first automated third party verification solutions in 1999 by special request
of Sprint®, who were unhappy with 1VR-based third party verification but wanted the
advantages of an automated solution. By July 2000, the first 3PV speech enabled solution

was installed in a Sprint call center.

Inspired by the success of this rollout, 3PV engineers worked to extend the flexibility of the
software to allow multiple rule sets and scripts. Development was advanced enough by 2001
to deploy speech enabled solutions to other customers in different industries and the
Martina® platform and FastTrak® third party verification services were formally launched.

CRV® Call Recording was introduced in 2003.
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In 2004, 3PV opened a new, full service 5,000 square foot State-of-the-art call center, built in

response to a significant increase in live agent verifications.

3PV now finds itself actively involved in the deployment of VVolP third party verification
solutions. 3PV’s newest third party verification product, eLOA®, was introduced in 2004 to

meet the specific needs of verifying VoIP services.

Subsequently, VVolP providers of all sizes consult with 3PV on a regular basis for advice on
the best third party verification methods available so they can ensure the successful

completion of customer sales.
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